
� �� � � � � � � �� �� 	 �
 �

� � � � ��� � � � � �

Interactive Connectivity 
E s tab l is h m ent:  ICE



Talk Outline

� � �� � �� � � �� � � � 	 � 	 � �
 	

� � � � �� � �



W h at is  N A T?

� � � � � � 
 � �� � 
 �� �

�
 �� � � � � � � � � � � 	


 ��� � �� � � � � �� � � ���� � �� �

�� ��� � � � ��� �� � � � ��� � �� � �� �� �

� � �� � � � ��� � � � ��� � � � �� � �


  �! � � "�� � #$ % � � �� � �� � &$ ! � � �

�� $ �� '� � �


 (� � � "� � �

) *�+ , -.0/ 12 354 ,6 7 6 2 18 9 :2 6 - 1;

, 1< =0> 1 ; 2 , ?�@ 6 , + -. 2 6

) *A A , 4 / 98 A 3 -@ A 2B - 1; , ?

98 A 3 -@ A 2 @ 6 - + > 32 > . . 6 2 / / 2/

- 1 3 , > / - 1; A 2 @ 8 : A -< > . . 6 2 / /

C D D/ > + - 1 ; / E

) F > - 1 3> - 1/ @ 6 - + > < G , ? - 1 32 6 1 > A

> . . 6 2 / / 2 /

HIJKL M

N
O

P
N

O
P

QSR TVU WU XU YR Z Z[ [

\R ] [ U W WU XU T R Z^

_`ba c ` a d ebf ghbi

ja kil a f h mon kil a f h

pqsr q r pr put vw wx y z pr {r |r x t } }~ ~

QSR T ^ U ^ U TU T R ]� � Y

\R ] [ U W WU XU T R Z^

�� � 7 3 �� � 7 3



W h y  is  th is  b ad  f o r  S I P ?

� � �  �� � � � � � �� �
 � � � �� �

� � �� �� � � � �� � ��


 �� � �� � �� � � � � 
 
	 � � �

� � � 
 �� � ��


 #� � �� � $ � � � �� � �� �� � "! �

�� � � �� � ! "�� � � � �


 #� � �� �! � � �� � ! " � �� � # �� � �

� � � �� � � � �� � "! � ��� � ! � ��� �

#� � # � �


 #� � �� �� � ! " � �� � �� � � � � � ��

� � � �� � "! � � �� � � �� ! � ��

� � � � �  �� � � � � � � � 	 � � 	 � � � �

� �� � � � � � � �� � � � �  � � 
 	 � � �

� � � 
 �� �


  � � � � � � � � �� �� �� �


 #� � ! � �� � � � � � � ��� � ! � �� � �� � �� �


 �� �� ! � �� � ��� � ! � �� � � �� � �

HIJKL M

N
O

P

�� � �� �

��� �  !�  "$# %'&()+* )+* (* (-, ./ / .



W h y  is  th is  b ad  f o r  S I P ?

� � �  �� � � � � � �� �
 � � � �� �

� � �� �� � � � �� � ��


 �� � �� � �� � � � � 
 
	 � � �

� � � 
 �� � ��


 #� � �� � $ � � � �� � �� �� � "! �

�� � � �� � ! "�� � � � �


 #� � �� �! � � �� � ! " � �� � # �� � �

� � � �� � � � �� � "! � ��� � ! � ��� �

#� � # � �


 #� � �� �� � ! " � �� � �� � � � � � ��

� � � �� � "! � � �� � � �� ! � ��

� � � � �  �� � � � � � � � 	 � � 	 � � � �

� �� � � � � � � �� � � � �  � � 
 	 � � �

� � � 
 �� �


  � � � � � � � � �� �� �� �


 #� � ! � �� � � � � � � ��� � ! �

�� � �� � �� �


 �� �� ! � �� � ��� � ! � �� � � �� � �

HIJKL M

N
O

P

�� � �� �

��� �  !�  "$# %'&()+* )+* (* (-, ./ / .

�# �  � � % � �& �� � !��

� & � ��  �
	 � � �

� & � ��  �	 � ��

�� % � & � �  

��� h�� i c g�� l ��l k

�� � � |w } p�



W h at ab o ut th e o b v io us  
s o lutio n?

� � � � � � � 
 � �
  � �� � �� 
 � � � �

� � �� � � � � � � ��
�

	 � � � � �

� � � � �� ��

� � � � � � � �	 � � � � 
 � �
  � �

� � � � �� � �� �� � � � � � �� �

� � � � � � � � � � � � � � �  � � � � �

� �� �
 � � � � � �� � � � � 	 	�

� � � � �
 � � � 	 � � 
 � 	 � � � �


 �� � � � � � � � #$ �� � � � � ���

� � � � �� � �� � �! �� � � � � � �� �


 	 � � � �! � � � �� ! �� � � ! � �� � �


 �� � � � � � � � � �� ! � ' �� � � � �� ���

� � � � %�


 
 �� � �� � � � � � �� � � � � � �� ! �

� � ! � �� � �


 #� � � � ��� � � � � �� � �� �� �


 %� � � �� � � �! � �� � ! � � � � � ! "

� �� #� �� � � � �

HIJKL M

N
O

P
�� � �� �

��� �  !�  "$# %'&(* /* �* �, / �)

�� � �� �

��� �  !�  "$# %'&()+* )+* (* (-, ./ / .

QSR T ^ U ^ U TU T R ] � � Y

\R ] [ U W WU XU T R Z^

QSR TVU WU XU YR Z Z[ [

\R ] [ U W WU XU T R Z^

_` a c ` a d ebf ghi

ja kil a f h mon kil a f h

pq r q r pr put vw w x y z pr {r |r x t } }~ ~

pq r q r pr put } { { } y z pr {r |r x t v {� q



IE T F s A ns w er:  Interactive 
Connectivity E s tab l is h m ent ( ICE )

� � # � � � � '� � � �� ! " � � � � ��� � �� � � � � � �� �� � � � � � � � %�

� �� �� � �� � � � �� � � � � � � ��� ��� � � � � %� �� � �� �

� � # � � � � � "! � � ! "� �� � %�

�� �� � � � � �

� � # � � ! � � � �� � � � �� � � � � ��� ! � ' �!

� � ! � � �� �� �� �� � � � ��

�� � � � � �

� � # � � � � �! � � "! � � � � � � �! " �! �

� � � � �� � � � � � � � � �� � � �� �

� � ��� ! � ' � ! � � � �� ! � �

� � # � � � �� � � '� � � �� � �� � �! � �

�! � �� 	 � � ��� � �� �� � � � � � � �

� ! � � � � �� � � ��� � �� � � �


 � # � � � � � �� ��� � � � � � � �� ! � � � � � ��

� �! � �� � �� � � � "! � � � � � � �!

�� �� � � �� ��� � � � � � �� ! �� � �

� � # � � � � � � �� �� � " "� � � ! "

� � � � ��� � ��� � � '� �  ! � � � � �� '

! � � #$ � �! � � � 	 �� � � � �

� � # � � � ! � ' � � � � ! � � � � � �� � � �� �

��� � � ! " � %� �� � "� �� � � � �

 � # � � �! � � � ! � �� � � � �� � ��

� � �� ! �� � �! � � �� ! � � � � �� � %� ���� �� � � ��� � � � ! � � �� � � � �� �� � � �

�� � # � � ! � � � � �� � �� � � � � �� � ��

� ! � � � � � �� 
 � �� � ( �� 	 �� �� �

� �� �� � ��� � � � � � � �� � � � %�

��� � �� � � ��� � ���



I C E  H is to r y  and  Tim eline

��� � W ^ ^ XR

�� �� � � 	
 � ��  �

��� ��� �� � W^ ^ XR

� 	
 � � � � �� � � �

� �� � � � �� � �

� �� � ��� � 
 � �

��� ��� W ^ ^ � R

� � ��� ^ � � �  � � �� � � � ��! �

��� � � � � �� � " � � � � ��� � � #� �

$� ! � � � W^ ^ ]R

� 	
 � T ^ � �  � �

�� � � � � ! � � � � � � � � � � � ��

% � � &' i ( {q q v

j � m�) i a k k�

j m �* +�l

f � �l � � f h � ,- �

��� ��� �� � W^ ^ ]

� 	
 � T W � � � � .! � �� �� �

� � � � / �� " � � � � � � � � � � � � �



Th e I C E  9 -S tep  P r o g r am  to  
R ec o v er y

� �� �� ��� � �
	 �� � 
	 �

� �� �� �� �
� 	 �  � �� � � 	 �

� �� �� �� � �  �  � � 	 �

� �� �� �� � �
	 �� � 
	 �

� �� �� �� � � �	 � � � � 
	 �

� �� �� �� ��  �  � � � 	 �

� �� �� �� 	 	 � �  � � � 
	 �

� �� �� �� 	 � �� �  � � � 	 �

� �� ��  � 	 � �  � � � � 
	 �



I C E  S tep  1 :  A llo c atio n

� � � �	 � � � �  �� � � � ��

� � � �  � � � � � � �� �

� � �  � � � � �

� � � � � � � � �  � � � �  � �

� 	 � � � �  � � � � � � � � � �	 �

� � � � ��  �� � � �  �

� 	 � � � � �  � � �� � � � � 
� � �

	 � �� � �  � � � � �

� �� � � ��� � �� � � ��� �

� � � �� � � � � �� � �� � �

�� � �� � � ��� �

� � � � �  � � � � � �� � � ��� �

!#" $#%&

'() *,+.-/ 01 0 -*2) 32) 1 0 2( / * 4 2 -52 /* 1 *) 2 6 7

8 2 39 2 3 : 2 7 6 2; 1 9 2< -/ 01 0 -*2)-32 -0 0 32) ) 2) 32) 1 0 1 / 5( / -=>?

@A B
@A B

: 2 6 -C2 0 < - / 01 0 -*2)32) 1 0 2 ( / -4() * -< *1 / 5-) -32 6 -C *(D -3 0) * 4 2-52 /*



U s ing  S TU N  to  Ob tain 
C and id ates

� � � �� � � �� � � � �� � � � � � �� � �  � �

�� � �� � � ��� � � �� � � � � � � � �  

�� � �� �� � � � �� � � � �� � �

� �� �� � 	 � � � � �  � �� � �

� � � � � � � � � � � � 
 � � �  � � �� �

�� � �  � � �� � �

� � � � �  �� � � � � � 	 � �� 	 � ���

� �� � ��� � �� � �� �� �

� � �� � �� � �  � � � � � � � � �  �� ��� �

� �� � �  � � � � � �� � � � � � � � �

�� � � � � ��� � � � � � �� � � � �� � �

 � �� 
 � � � � � � � � � � �

� ��� �� �� � ��� �� � ��� ��� � � �� � �� ��

�   � � � �

! B" @! "# $ " #
%'& (& )& *+ %, , ,@A B

@A B
% (& % )& % *& %- + . (, ,

%, & , & %'& % + - , ,
/0 0213 4 5768 69 : 6; 5 /0 0213 4 5768 6; <1= ; 6>6 ?0 6@ ACB 6D TU EU FU GR TH H H

>6 0 4I 6 JD T EU T FU T GU TK R L EH H



Com p onents  and  M ed ia S tream s

� �� � �  � � 
� � � 	 � � � �  � �� � � � � � � �� �  � � �� � �  � � �

� � � � � � � � � � � � � � � 	 � � �

� � �� � � �  � �� � � � �� � � � � � � � � � �

� 	 � � �� � � � � � 
� � � � � � � �  � �� � � � �  � � �  � � 	� � � � � � �� � �  � � � � � �� 	 � �	 � � 	 � � � � �

� ���  � � � � �

� � � � � �	 � � 	 � � � � � � � � �	 � � 	 � � � ��� �	

� � � ��
 �

� � � � ��
 

� � � � � �� � �  � � � �  � � � �	 �  � � � � �  � � � � � � �  �� � � �

�	 � � 	 � � � �



P ac ing  o f  A llo c atio ns

� � � � � � � � � � 	 � �

� ���� �� �� � � � �� � � �� � �

� ���� �� �� � �� �   � � � �

��� �� 	 � �

� ���� �� �� � 
 �� � ��� ��� �

� ���� �� �� �  �  � � � �� � �  �

� ���� �� �� � � 	  � 	 � � � � �

� � 	� � �� � � � � � �� � �  �  �

� � �  �� ��  � � �� � �� �

� � �  � � � � � � �

� � � �� 	� � � 	 �� � � �� 	 �

� �� � � ��� � 	 �  

� � 	 � �� �	 � � � � �

� � � � � �� 	 � � � �  � � � �

�  � � � � 	 � ��  � � 	

� �  � � �  � �  � �  �� �

� � � � �� � � � � � � 	 	 �� ��

� �	 � � �  � � � � �	 � � � �

� � � � � � � �	 �� � 
	 � � � � �

� � � � � � �� 	 � �� �� 


�� � �



I C E  S tep  2 :  P r io r itiz atio n

� � � � � �� � � ��� � � � � � � � � �� � � � � � � 	� � � �� � � 	 � ��� ��� ��� � � �� � �� �� �� �� � ��  �

� 	�
 �  � ��� � ��� � �� � � � ��� �� � � � � � � 
 �

� � 	� �� � � � ��� � � � � � �  	 � � � � � � �  �  � �� � 	 � � �  � � � �� � �� � ��� � � � � � 	��� � 
� � � � � 
 �  
 ! � � �  � � ! � ��� " �� �� �� #$ � %�  # � � � � $ �

� � � � � 
 � � 
 ! � � �  " � � &' 	( 
 � �) � �
 � " �� �� �� #$ � ��� � � �  � 
 � �) � �

� * 	  � 	 � � � � �+ � �  � ��� � ���  �� � �� 	� �� �

� � �� � �� � 	� � �� � � 	 �� � 
, � � �+ � �� � � � ��

-. /�0 . /1 2 3 4 56 57 89 4 1 2 -: -. : ;<: . : => : 8

? 4 56 @ 89 4A 0 > BA -. : ;<: . : => : 8

? 4 56 C 89 4 5D E F > 0 G -0 =: =1 HI 8

J � $  � K �� �� � � # $ � L � ! " � # � # � �M' � " � K �� �� � � # $ � N� %  �




V is ualiz atio n:  P r io r ity  S p ac e

� � 
 �

L  # �  �  � � 


& � �) � �

� � � � � �  ) �

L  # �  �  � � 


�� � N �

� # � � � � $ � �

� # � � � � $ � �

�� �
�� � �



E nc o d ing  th e Of f er

� � � � 	 �� � �� � � ��� � �

� � � �� � � � � � �

� 
 �� � �� � � ��� � � � �� � � ���

 � � 	 �  � �� �

� � � � 	 �� � �� � � ��� � � � �

	 � �
� �� �   � � � � � �  � 	� �

� * 	  � 	 � � � � �+

� � 	� �  � �� 	 �

� �� � � � � 	� � � � 	 � 	� 	�

� � � � 	� � � �

� � � � �

� �� �� � ��  �   � � � � �

�� �
� � 	
 �� � � � � �� �� � � � � � �� �� �� �

� ��� ��� �� �

� �
�� �� �� � � � � � �� � � �

� � � �
� � � �� �  ! 
#" � �
   $&%  
 
 � � � '( 	) * �% + %

� � � �� � ' $&, �%"  * *)

-� � '
 � � � � � � � ./ � 01 2� �

� � , �  - �  " � � 34 5 0 � � �

� � � �6 
 �
 � ��" � � 57 � � � � �� �� ��  � ��� �� �� �

 � � �8  9 � � � 9

� � � �6 
 �
 � ��" � � 57 � �� � � � � � � � � � � � ��� � � �

� � � � � �8  � , $ 9#: , �
 
 , � ��� ��� �� � ,  � , �  � �



E nc o d ing  th e Of f er

� � � � 	 �� � �� � � ��� � �

� � � �� � � � � � �

� 
 �� � �� � � ��� � � � �� � � ���

 � � 	 �  � �� �

� � � � 	 �� � �� � � ��� � � � �

	 � �
� �� �   � � � � � �  � 	� �

� * 	  � 	 � � � � �+

� � 	� �  � �� 	 �

� �� � � � � 	� � � � 	 � 	� 	�

� � � � 	� � � �

� � � � �

� �� �� � ��  �   � � � � �

�� �
� � 	
 �� � � � � �� �� � � � � � �� �� �� �

� ��� ��� �� �

� �
�� �� �� � � � � � �� � � �

� � � �
� � � �� �  ! 
#" � �
   $&%  
 
 � � � '( 	) * �% + %

� � � �� � ' $&, �%"  * *)

-� � '
 � � � � � � � ./ � 01 2� �

� � , �  - �  " � � 34 5 0 � � �

� � � �6 
 �
 � ��" � � 57 � � � � �� �� ��  � ��� �� �� �

 � � �8  9 � � � 9

� � � �6 
 �
 � ��" � � 57 � �� � � � � � � � � � � � ��� � � �

� � � � � �8  � , $ 9#: , �
 
 , � ��� ��� �� � ,  � , �  � �



E nc o d ing  th e Of f er

� � � � 	 �� � �� � � ��� � �

� � � �� � � � � � �

� 
 �� � �� � � ��� � � � �� � � ���

 � � 	 �  � �� �

� � � � 	 �� � �� � � ��� � � � �

	 � �
� �� �   � � � � � �  � 	� �

� * 	  � 	 � � � � �+

� � 	� �  � �� 	 �

� �� � � � � 	� � � � 	 � 	� 	�

� � � � 	� � � �

� � � � �

� �� �� � ��  �   � � � � �

�� �
� � 	
 �� � � � � �� �� � � � � � �� �� �� �

� ��� ��� �� �

� �
�� �� �� � � � � � �� � � �

� � � �
� � � �� �  ! 
#" � �
   $&%  
 
 � � � '( 	) * �% + %

� � � �� � ' $&, �%"  * *)

-� � '
 � � � � � � � ./ � 01 2� �

� � , �  - �  " � � 34 5 0 � � �

� � � �6 
 �
 � ��" � � 57 � � � � �� �� ��  � ��� �� �� �

 � � �8  9 � � � 9

� � � �6 
 �
 � ��" � � 57 � �� � � � � � � � � � � � ��� � � �

� � � � � �8  � , $ 9#: , �
 
 , � ��� ��� �� � ,  � , �  � �



E nc o d ing  th e Of f er

� � � � 	 �� � �� � � ��� � �

� � � �� � � � � � �

� 
 �� � �� � � ��� � � � �� � � ���

 � � 	 �  � �� �

� � � � 	 �� � �� � � ��� � � � �

	 � �
� �� �   � � � � � �  � 	� �

� * 	  � 	 � � � � �+

� � 	� �  � �� 	 �

� �� � � � � 	� � � � 	 � 	� 	�

� � � � 	� � � �

� � � � �

� �� �� � ��  �   � � � � �

�� �
� � 	
 �� � � � � �� �� � � � � � �� �� �� �

� ��� ��� �� �

� �
�� �� �� � � � � � �� � � �

� � � �
� � � �� �  ! 
#" � �
   $&%  
 
 � � � '( 	) * �% + %

� � � �� � ' $&, �%"  * *)

-� � '
 � � � � � � � ./ � 01 2� �

� � , �  - �  " � � 34 5 0 � � �

� � � �6 
 �
 � ��" � � 57 � � � � �� �� ��  � ��� �� �� �

 � � �8  9 � � � 9

� � � �6 
 �
 � ��" � � 57 � �� � � � � � � � � � � � ��� � � �

� � � � � �8  � , $ 9#: , �
 
 , � ��� ��� �� � ,  � , �  � �

� � � # �  �  � #  
 � � � 
  ! � ��� �  � � $  # �  �  � � 


� � � � � 
  ! � �� " � � � � � ! � � � 
  ! �  # � � � � $ �

� # � &' 	 ( 
 � �) � ��� 	�
 � � 
 "  � � � � � � � � � � � � #

 ��� � �  � � ! � �  � � � 	



E nc o d ing  th e Of f er

� � � � 	 �� � �� � � ��� � �

� � � �� � � � � � �

� 
 �� � �� � � ��� � � � �� � � ���

 � � 	 �  � �� �

� � � � 	 �� � �� � � ��� � � � �

	 � �
� �� �   � � � � � �  � 	� �

� * 	  � 	 � � � � �+

� � 	� �  � �� 	 �

� �� � � � � 	� � � � 	 � 	� 	�

� � � � 	� � � �

� � � � �

� �� �� � ��  �   � � � � �

�� �
� � 	
 �� � � � � �� �� � � � � � �� �� �� �

� ��� ��� �� �

� �
�� �� �� � � � � � �� � � �

� � � �
� � � �� �  ! 
#" � �
   $&%  
 
 � � � '( 	) * �% + %

� � � �� � ' $&, �%"  * *)

-� � '
 � � � � � � � ./ � 01 2� �

� � , �  - �  " � � 34 5 0 � � �

� � � �6 
 �
 � ��" � � 57 � � � � �� �� ��  � ��� �� �� �

 � � �8  9 � � � 9

� � � �6 
 �
 � ��" � � 57 � �� � � � � � � � � � � � ��� � � �

� � � � � �8  � , $ 9#: , �
 
 , � ��� ��� �� � ,  � , �  � �

� # � � 	M K � � �  # � �  # � L� � � � �M �  � � �  � � � � ! ! �
  $ �  $ � � �$ "

� � �  # � 
 
 � ) � �  � ' L K �� " � 
  # � ' J &



E nc o d ing  th e Of f er

� � � � 	 �� � �� � � ��� � �

� � � �� � � � � � �

� 
 �� � �� � � ��� � � � �� � � ���

 � � 	 �  � �� �

� � � � 	 �� � �� � � ��� � � � �

	 � �
� �� �   � � � � � �  � 	� �

� * 	  � 	 � � � � �+

� � 	� �  � �� 	 �

� �� � � � � 	� � � � 	 � 	� 	�

� � � � 	� � � �

� � � � �

� �� �� � ��  �   � � � � �

�� �
� � 	
 �� � � � � �� �� � � � � � �� �� �� �

� ��� ��� �� �

� �
�� �� �� � � � � � �� � � �

� � � �
� � � �� �  ! 
#" � �
   $&%  
 
 � � � '( 	) * �% + %

� � � �� � ' $&, �%"  * *)

-� � '
 � � � � � � � ./ � 01 2� �

� � , �  - �  " � � 34 5 0 � � �

� � � �6 
 �
 � ��" � � 57 � � � � �� �� ��  � ��� �� �� �

 � � �8  9 � � � 9

� � � �6 
 �
 � ��" � � 57 � �� � � � � � � � � � � � ��� � � �

� � � � � �8  � , $ 9#: , �
 
 , � ��� ��� �� � ,  � , �  � �



E nc o d ing  th e Of f er

� � � � 	 �� � �� � � ��� � �

� � � �� � � � � � �

� 
 �� � �� � � ��� � � � �� � � ���

 � � 	 �  � �� �

� � � � 	 �� � �� � � ��� � � � �

	 � �
� �� �   � � � � � �  � 	� �

� * 	  � 	 � � � � �+

� � 	� �  � �� 	 �

� �� � � � � 	� � � � 	 � 	� 	�

� � � � 	� � � �

� � � � �

� �� �� � ��  �   � � � � �

�� �
� � 	
 �� � � � � �� �� � � � � � �� �� �� �

� ��� ��� �� �

� �
�� �� �� � � � � � �� � � �

� � � �
� � � �� �  ! 
#" � �
   $&%  
 
 � � � '( 	) * �% + %

� � � �� � ' $&, �%"  * *)

-� � '
 � � � � � � � ./ � 01 2� �

� � , �  - �  " � � 34 5 0 � � �

� � � �6 
 �
 � ��" � � 57 � � � � �� �� ��  � ��� �� �� �

 � � �8  9 � � � 9

� � � �6 
 �
 � ��" � � 57 � �� � � � � � � � � � � � ��� � � �

� � � � � �8  � , $ 9#: , �
 
 , � ��� ��� �� � ,  � , �  � �



E nc o d ing  th e Of f er

� � � � 	 �� � �� � � ��� � �

� � � �� � � � � � �

� 
 �� � �� � � ��� � � � �� � � ���

 � � 	 �  � �� �

� � � � 	 �� � �� � � ��� � � � �

	 � �
� �� �   � � � � � �  � 	� �

� * 	  � 	 � � � � �+

� � 	� �  � �� 	 �

� �� � � � � 	� � � � 	 � 	� 	�

� � � � 	� � � �

� � � � �

� �� �� � ��  �   � � � � �

�� �
� � 	
 �� � � � � �� �� � � � � � �� �� �� �

� ��� ��� �� �

� �
�� �� �� � � � � � �� � � �

� � � �
� � � �� �  ! 
#" � �
   $&%  
 
 � � � '( 	) * �% + %

� � � �� � ' $&, �%"  * *)

-� � '
 � � � � � � � ./ � 01 2� �

� � , �  - �  " � � 34 5 0 � � �

� � � �6 
 �
 � ��" � � 57 � � � � �� �� ��  � ��� �� �� �

 � � �8  9 � � � 9

� � � �6 
 �
 � ��" � � 57 � �� � � � � � � � � � � � ��� � � �

� � � � � �8  � , $ 9#: , �
 
 , � ��� ��� �� � ,  � , �  � �

� " �  � #  �  # � � � !  �  � # � � � � �� � � � �

$  # �  �  � � 
 � �  ) � 
 � � � 
 � �) � � �� � � � �  ) � �

� � � 
 � �) � � �� � � � �  ) � � �  ) � 
 � � � � � 
 �
�



I C E  S tep  3 :  I nitiatio n

� � � ��� � �� � � � � �	 


	 � 	 � �� �� � � � �

� � � 	  � �� �� � � � �� ���

� �� � � � �

� �	 
 �� � � �  � � �! � �� � �

� ��" � � �� �	 


� " � �� " � # � � # � �� ��

$%&
&(' )*+

%, -%. /



I C E  S tep  4 :  A llo c atio n

� � � � � # � � �� � # � � �

� � � �� � � � � � �

� �� �� � � � �� �� � � � � � �

� � # � �� � � � � �� �

� � � # � # �� � �

� � � �� � � � � # � # � � �� �

� � � � � �� � � � � ��� � � �

$. �,
$��' ��'

, �.
, �.

�	 	�
�  ���� �� � �� �

�	 	�
�  ���� �� �
� � �



I C E  S tep  5 :  I nf o r m atio n

� ��� � ��� �� � 	 
� � � ��  �� � � 	 � �

�� � � � 	� � � � 	 �� � 	 � 	� � ��

�� � � � � � �� 	 
 � 
 � �� � � 	 


� � � � � � � ��� �

� ��� � � ����  � ! !" � # � $�% %'&(�) * *  #� + �� , #� - (�" � * .

� � ��  �� � � 	 � � �� � � � 	� � ��

�� � � � 
 � �� � �0/ �� � �� 	� 1 � � �� 


� 2� � � � �3 45 3 6798 	 �

� �� �� � � � 	� :/ � �� ; � � �

� � � � 	 � � � � � � � � � 	 � � �< 	�

/ � �

$%&
&(' )*+

= * *



R eliab ility  w ith o ut P R A C K

� 3 � 7 � � � � �� � 	

� � � � 1 ��� � � � � 	 �� � �� � � � : � �

� ; ; � � � � � < � � � 2 �� �

� 2 	� �� �� � �� � �� 	� 1 � �� �� ;

� � � � � � 2 �� �� � :� � 	�

< � � 


� � � �� � �8 � � � 	 � �

�� �� � � � � 6	 4 
 � 	 
 � 	�

�� � < � � �8 �� � � � �

�� � �� 	� 1 � ��

� �� � # * #� " # � � #�� � * #� �� +

�" � " # ! *� +� �% (�� � + +" �" � �

� 2 
 1 � � �� 
 �0/ � � 	 
 � � � � � �� /

� < � � 	� 1� 
 � � �� � �

1 � � � � � � � � � 	 � � < � 	 �� �3 �

� �� �� 1 � � � � 	 � �/ �� � �� � � ����  �� � �

!" #

$% &' (�) *+ ) � ,

$% &' (�) � -. � � )

!" #

!" #

$ ,. -
!" /

� ) ,� 0 �� 1 2 ,�



I C E  S tep  6 :  V er if ic atio n

� � � �  � � " � * !� # �� ) ! # *�

� � � � # � � *" � � �� � � � � , # *  # *� !" " ��

� �" �� *" � *� +� � � � � � � # � � *" !� # ��

� � � �  � � " � * � " � ��� � � � � � " � * # # *�

�  " � � "  " �� $� �� & # � !� # � ! � #� � # *�

� � � " �
� 	 2 � 
 2 � � () * + ) � , �� . 1 , � )  . � 0 

� 0 � 
 2 
 0 ,) ,. , � ) � ) 1 . ,)

� 0 � 
 2 
 0 ,)

� � !� � �" � " # ! *� + *  " �" � ) " � * *  "

!" " � � � " � * � " � " �� *" � � �" � !� � � "

� � . � , 0 2 �� 0 1 0 - - ) 
 0 
 
� ) � �

2 � 
 2 � 0 , 2 � � , � ) � . + � �) �� 0 � 
 - . � ,

� ) ) � 2 � , � ) � ) * + ) � ,

� � + *  " �" � !� �� " #� �" � " # " � *  "

�  " � �  � � � ) � � " " � " �

$. �,
$��' ��'

, �.
, �.

$. �,
$��' ��'

, �.
, �.

=
�

�

�

�



A uth entic ating  S TU N

� �� � � �� � � " � * # # *� �  " � ��

� �" � ) *  " � * #� � *" � � � �

# � *" � � # *� ! �� *" � *" �

� �) *  " � * # � � * #� � #� ( � � " �� � �

) � " � � � � " � � � !� � � ,� � �

� � � " � � � � " #� �� �� * �) � *" � (�

� � � ( # � # � � ) � " � � � � "+ �� � � " � *� " % �  � � � " � # �

� + +" � � � � � � � ," � � " !� �� *" �

(�� � � �� �

� � � � � ,� � � #�� " % �  � � � " � # �

� + +" � �� �� ," �

� � � " � � � � " � � � ! � � � ,� � �

� �" � � � " +� � � � � � � � � # � � *" �# � � � " � # � � * �" � �

$%&
&(' )*+�� � ��	��� 
� � �� � � �
 � �� �  � � �

�� � � ����� 
 � � �� � � �
 � �� �  � � �

��� ��� �� � � �� � � ���� � � � � �  � � � � ! !

��� ��� �� � � �� � � ���� � � � � �  � � � � ! !

"#%$ &' () $ (* # *



P air ing  up  C and id ates

� � � � �� � �� � � � �� 
 � 	 � � 
 � � � � 
 � � �� � � � 	� �� � � � � � � � � �/

� 7 � � � � � � 	 � � � � � � 	 
 < � � � � � � � � � � 1 � � �� �

� �� � � �� � 1 � � � � � � � � � � � : �� � �� �

� � � 	 � � � ; �� � < � �� � 	 � �� � � � � � � � � � � �/ �� � � � � � � � � � � � � � � � �

� 6 � �� 	 
 � 
 � �� � 8 � � �� � � �� � �� � � � � � � � � � �� � � / � 
 � 6 � �

- 0 2� -� 2 . � 2 ,�� � �� # �� 	 � '
 ��� �� �� �� � �� 	 ��
 � � �� �� �� �
 � � � � �� � � !�� ��

	 2 � 2 1+ 1 � � 2 . � 2 ,�� 	 0 / 2 1+ 1 � � 2 . � 2 ,�� �� � 2 ,�

� � � � �� � ) � ) � � � � 2 . � 2 ,��

�� � � ����  ) � ) � � � � 2 . � 2 ,��



F r o z en A lg o r ith m

� 3 � 7 � � �  � 
 � � � 	 � � � � 1 ��� � � � � 	 �� � � � 
 � � � ��� �� �� � �� � � � � � 1

� 2 � � � � �� : � � � � � 	 � � � � �� 	 � � 
 � � :� 
 � 	 � �� � � 6 � � 	 


� 6 � �8 � � � � � 	 � � � �� �� 1 < � � � 1� 
 � �

� � � � 	 � 
 � � �� � � < � � � � � �� � < � �� � � � � ��  � � < � � � � � � � �

� �� 
 � � � � � � � � �� � � � � � 
 � � � �< � < �� � 	 � � � � � � 	�

� 
 � � � � � �� � � � � � 1

� � # �� *& �  " � � *  " �� � � � � � # � � *" !� # �� +� � *  " � ) � #� � * �" � �

� 	 � � " � � " � ) � � " " ��� & *  " � �  " � � *  " � # � # � � � �� � � � � � � # � � *"

� � + *  � * � ) � � " " � � & *  " � �  " � � *  " �� � � � � *  " � �� � � +� � � # � # � � �

� � � � # � � *" � +� �  # � " �

� ��� � � # � � *" � � �" � # � # � � � ,  " � *  " � � �" � + *  " � � � " *� !" � � �

� ( *� # � " � + �� � *  " � � � " # � *" � +� � " � � � �� � � � " � " �


 $ 0 1 ) � . + � 
 0 , 2 . �



V is ualiz ing  F r o z en A lg o r ith m

� . � ,

� 0 � 
 2 
 0 ,) �

$ ) � �) �
() �  ) / 2 �)

� 0 � 
 2 
 0 ,) �

� � � �

" � � �

� � ,) � � 0 �) !

� � ,) � � 0 �) �

(% �
(% ��

� 0 2� � �. � , 0 2 � 2 � � , � ) � ) 
 � 0 � 
 2 
 0 ,) - 0 2� �

� 2   � ) � 0 2 , 2 � � 0   . , � ) � � �� .� ) �



V is ualiz ing  F r o z en A lg o r ith m

� . � ,

� 0 � 
 2 
 0 ,) �

$ ) � �) �
() �  ) / 2 �)

� 0 � 
 2 
 0 ,) �

� � � �

" � � �

� � ,) � � 0 �) !

� � ,) � � 0 �) �

(% �
(% ��

� � ) � � . � 2 � ,) � � 0 �) � + � �) ) 
�


 2 � �� ) ) ��
�

(% �� � . � � 0 1 ) � . + � 
 0 , 2 . �

2� � .  � 0 2 , 2 � � ,. � . 0 � 
  2   � ) 
 . � )

� ) / ,



P eer  R ef lex iv e C and id ates

� � � 	 	 � � � �  � �/ � � � � �� �� 	

� �� 
 < �� � 
 
 � � � � 	 � �

�� 	 
 � 
 � �� �

� � " " � �" + � " % #� " � � � � # � � *" �

� 6/ � � �� � �0/ � � � �� 	� � � � 	

� � � �� �� � � / 1 1 � � � � � 4 2 6

:� � �� � 	 < � � ��

� �� � � �� � � � ; � � �� 	 
 � 
 � ��

� � � � :� 
 �� � � � �� 
 :/ : � � �

< � � ��
� �� � ) � " � �& + �� � *  "

�" � !� �� "

� �� � ) � " � �& + �� � *  "

�" � ) " � *

� 2 � � � �� 
 � �� � � 1 � 
 � � � � 	

� 	 � � � � �� � � 	 �� � �

� / 1 1� � � � � 4 2 6 �

$+ �, �.

� ��  	 	 
�  ���

� � � ��� � �� 
�
 � � �� �
!� �� �� 	
 � � �

!� �� �� �� � � � �

 �

� �� � 
 � �� �
 �

� � � ��� � �� 


� 	 � � � � � � �	�
�  	

� � � � �  � ��
 � � �� ��



I C E  S tep  7 :  C o o r d inatio n 

� � � � � ��� �	� 
� � � � � � � �  � � � � �  � � � ���


� � � � � �� � � � � � � � 
 � � � � � �  � �� �

� �� � � ��� � � � � �� �  �� !

"  � �  # � � � � � � � � �	� �� � � �%$ � � � � � � �

�  � � � � � 
 � �� �

" & � �  � � � � � � � � ' �� � �  � � � � � � $ � (

� � # �  � � � # )  � � � �� � $ # �



A g ent R o les

" � �  # � � �  � ��  � � � � �� � �� � � � � � #  # � � �
�

� � � � � � ��  � � � � � � � � � �  # � � �

" � � �� � � � � � #  # � � � � � � � �  � ��� � � � � 
 
 �� �� �

$ � � �� � � 
 
 �� �� � � # �  ��� � � � � � � � $ � � � � ��

� � � � � � � � � � �� � � �  � �� �

" � � �� � � � � � #  # � � � � �� � � �� � � � � 
� �

� � �� 	
 	 ��  � � � � �� � � �� !�� � � �� �
 � 	 � 	 � �

� � �� 	
 	 ��  � 	 � � �� 	 � � � � � � � � � � � 	 � 	 � � 	 � 	 � � �




W h y  no t j us t us e th e f ir s t p air ?

" ( � � � � '� �� � � � � � � � �� � � � � �� � � � ��

� � �  � � � � � � � � � � � � � � � � � � � � � 	 � � � � � �� !

� � � � � �
 � � � � 
 � � � � ��� � �

" � � ��  � � � � � ��

� �� � ! � � � � � � � � � � 	� � �� � � 	 �� 	 � � � � �� ! �� �


 � �� � 	 � �� � � � 	 � 	 � � 	 �� � � 	�� 	 �� � � �� !� � �� �

� 	 � � �� � � � �
 � � � � � � � �� � � � � � ��

� � � � � � � �� � ��� � � � � � �� � � 	 � �� 	� � �� � � � � � 	 ��

�� 	 � � � � �� �� � � � � � � 	  � � � 	 �� � � � 
 �



S ig naling  C o m p letio n

� � �� �� � ��� � 	 	
 � � � � � � � 
 

� � � ��� 
 � 
 �  � � �  � � 	 � � 
 � � �

� �� � � � � � � �

� � � � �  
 � � � � �� � � � �

� � � �   �� 	 	�� �� � � 	 � � � � �

� � � � � 
 � � � � � �  �

� 
 � � � �
 � � � 
 �  � � �  � � � � � 

�� � � � � � �� � � � � � � � � � � � � �

 ��� � � �

� � � � � � � �� �  �  � � � � � �
 �

� �� � � � � � �� � � � � � � � � �

� � � � 
 � � 	 � � � � � � � � 	 � �

� � ��  � � � � ! " � 
 � � � � �

� � � � � #

$&%' (*) % + +,' - .0/1 1 ,&2 3

45 67 8 39: 31 (;

< + / -
45 67 8 31 =%' 1 3

45 67 8 39: 31 (

45 67 8 31 =%' 1 3

> %' 3



I C E  f o r  G atew ay s

� � �� � � � � � � �  � � � � � 	
 ��

�� � �� �  � � �  
 � ��� � � 	�� �

� �  � � �� � �� � � � 
 � �  � � � �

� 	 � ��  � � � � �� � 	
 � ��

� 	 
� �� � ��� � �� �

� � � �� � � �� � �� �

� ��� � ��� � � � � � � � �� �

� � � �  � �� � � � 
 � �  � � � � � �

� � � � �� �� � � � � � � � �

�  � � � � � � � � � ! �

� � � �  � 	 � �  � � � � � � �! �

� � � � 	 � � �

� ! � � � �� � 
 � � � 	  
 � 

� � �  
 � �� � � 	� � 
 � �" �

� � �� � � � � � �� �  � � �

� � �  
 � �� � � 	� � � � � 
  � � �

�  � � � � � 	 	

� ! � �  
 � � � � � � � � �  �


 � � 	 � � �� � 
 � � � � # � �  �

� � 	� $ � � � � � 	� � � � �  � �

� % �  � � �� � 
� & �  ' �  (

� � � � � � � �� � �) � � � �

� * � � �� � �� + �� �  �� � �

 ' �  ( � , � � � ' � � � � � � � ���� �  �� � �

� � � � � � ��� - � '� � � � � � � ) ���

) � � � � � �� � � � � � � � � '� � � . � �



I C E  S tep  8 :  C o m m unic atio n

� �
 	� � � � � � �  	 �

�� � � 
 	 � �� � 	 � � � � � �

�� 	 � � ��� � � � � � �

� � � �� � �
 � � � � �

� � � �� � � � 	 �� � � � � � � ��

�� � � � � � � � � � � �

� � � �  � � �� � � � � �
 	�� �

	 � � � � � 
 	 � �� � 	 � � �

�� ��
��� 	
 � 	

� ��
� ��

�� ��
��� 	
 � 	

� ��
� ��



I C E  S tep  9 :  C o nf ir m atio n

� �� � �� � � � ! �� �� � �

�  � � � � � 	

� �� � -�� � � � � 
� 	 �� � -

) � � �� �� � � � .

� � � � � �� 	
 � � 
 � � � 
 � 
 � � 	

� �� � � � � 
 � � ! � � � � � �

� �� � 
 � � � � � �
 �   � 	 � � � � �

� � � � � � �� � �� � 	 	
 � � � � �� �

� � �  � � �� � �� � � � � �

� 	 � � � � � � � 
 � � � �� 	
 � �

� 	 ��� � �� � � � �� � � �  � � � �

 �
 � � 	 �� � 
 �  ! � � � � � � �

�� � � � � � � � � 
 � � � � � �  

� �� 
 � � � � � . . � �� � � ��� � � � � 


� � 	 � (� � � � . � �

� � � � � � � ��  �� � . �

� � � �� �� � � � � ) ) .�  � �� � � �

� ��� � � � . . �

� < < 3 ) 3 ) �' 1 � 3 ) 3 )

8 3�� � 7 � � 5 �

�� � ��
�� � ��

� $�
� $�



Q ues tio ns ?


